BGU HOUSE KEEPING RULES

As part of Bishop Grosseteste University’s commitment to ensuring we manage personal and special categories of/sensitive data in a manner that prevents data breaches and protects the data of all students, employees and external organisations, all employees are requested to follow the house keeping rules below at all times:
· Lock your computer when not at your desk.  It is important that computers are locked whenever desks are left unattended and where it would be easy for someone to see or access confidential information
· Clear your desk of any paper containing personal or sensitive data whenever you are not at your desk
· Where you want to send an email with any attachment that contains personal or sensitive data, encrypt or password the file before sending using agreed data sharing arrangements where they are in place.  It is best practice to send the password in a separate e-mail
· Personal and sensitive data should only be kept as long as it is needed, and then disposed of securely.  Don’t unnecessarily keep data or information.  Refer to the retention policy if required
· Ensure all documents with personal or sensitive data are locked away safely and securely or destroyed if no longer required
· Ensure restricted access to all electronic documents and systems that contains personal or sensitive data
· Never write passwords down. Passwords need to be kept confidential - don't even share them with colleagues
· Phones and similar devices can contain a huge amount of information. Make sure they are kept securely and that they are password / PIN protected. Even lists of personal contacts have a market value and can result in ID fraud
· Memory sticks can contain a lot of information. Even if they are password protected or contain encrypted information, it is important that they are kept securely and not left lying around!  Use memory sticks as a last resort.  Always choose secure network or approved cloud storage as the preferred location
· Do not take hard copy documents or digital storage containing personal or sensitive data out of the office.  If you work from home or remotely, access the data or information securely via the approved method which is the VMWARE Horizon Client
· Do not leave hard copy documents containing personal or sensitive data overnight on your desk or on photocopiers, faxes or printers. Keep them stored securely in locked drawers.
· Use only authorised third parties when transferring information and always validate identity
· [bookmark: _GoBack]Any loss of personal or sensitive data should be reported immediately. Any breaches in Data Protection need to be reported to the University Registrar who is our Data Protection Officer
