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1. INTRODUCTION

1.1.

1.2.

As part of Lincoln Bishop University’s public function as a Higher Education
provider, we process Special Category and Criminal Offence data in
accordance with Article 9 of the UK General Data Protection Regulation
(UK GDPR) and Schedule 1 of the Data Protection Act (DPA) (2018).

Schedule 1, Part 4 of the DPA requires us to have in place this document,
called an ‘Appropriate Policy Document’, when we rely on certain
conditions for processing Special Category and Criminal Offence data. This
policy will tell you what Special Category and Criminal Offence data we
process, our lawful bases (including our Schedule 1 condition in the DPA)
for processing that data, the purposes for which we process it, and how we
ensure compliance with the principles of data protection law provided in
Article 5 of the UK GDPR.

2. DESCRIPTION OF THE DATA PROCESSED

2.1.

We process the following types of Special Category and Criminal Offence
data:

2.1.1. Ethnic origin

2.1.2. Religious beliefs

2.1.3. Data concerning health

2.1.4. Data concerning sexual orientation
2.1.5. Criminal Offence data

2.1.6. Disability & Workplace needs data
2.1.7. Sexual identification

2.1.8. Gender identification

3. SCHEDULE 1 DPA 2018 CONDITIONS FOR PROCESSING

3.1.

For each purpose involving Special Category or Criminal Offence data, we
rely on the following conditions:

3.1.1. Schedule 1, Part 1, Paragraph 1 (Employment, Social Security & Social

Protection), where Lincoln Bishop University needs to process Special
Category/Criminal Offence data for the purposes of performing its
obligations or rights as an employer, or for guaranteeing the social
protection of individuals.

3.1.2. Schedule 1, Part 1, Paragraph 6 (Statutory and Government

Purposes), where Lincoln Bishop University needs to process Special
Category/Criminal Offence data to comply with our statutory
obligations.
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Schedule 1, Part 2, Paragraph 8 (Equality of Opportunity or Treatment),
where Lincoln Bishop University needs to process Special Category/
Criminal Offence data for the purposes of monitoring equality of
opportunity or treatment between groups of people specified in relation
to that category with a view to enabling such equality to be promoted or
maintained.

Schedule 1, Part 2, Paragraph 10 (Preventing or Detecting Unlawful
Acts), where Lincoln Bishop University needs to process Criminal
Offence data for the purpose of preventing or detecting unlawful acts
and obtaining consent would prejudice those purposes, and the
processing is necessary for reasons of substantial public interest.
Schedule 1, Part 2, Paragraph 11 (Protecting the Public from
Dishonesty), where Lincoln Bishop University needs to process
Criminal Offence data to protect members of the public from
malpractice, unfitness, incompetence or mismanagement in the
administration of a body or organisation and obtaining consent would
prejudice the exercise of the protective function, and the processing is
necessary for reasons of substantial public interest.

Schedule 1, Part 2, Paragraph 12 (Regulatory Requirements relating to
Unlawful Acts and Dishonesty), where Lincoln Bishop University needs
to process Criminal Offence data to comply with a requirement which
involves taking steps to establish whether an individual has committed
an unlawful act, or been involved in dishonest, malpractice or other
seriously improper conduct, and the processing is necessary for
reasons of substantial public interest.

Schedule 1, Part 2, Paragraph 17 (Counselling), where Lincoln Bishop
University needs to process Special Category/Criminal Offence data in
order to provide confidential counselling, advice or support or of
another similar service provided confidentially, only where, in the
circumstances, consent cannot be given by the data subject, cannot be
reasonably obtained from the data subject, or where the processing
must be carried out without the consent of the data subject because
obtaining consent would prejudice the provision of the service, and the
processing is necessary for reasons of substantial public interest.
Schedule 1, Part 2, Paragraph 18 (Safeguarding of Children and
Individuals at Risk), where Lincoln Bishop University needs to process
Special Category/Criminal Offence data in order to protect the physical,
mental or emotional wellbeing of an individual under the age of 18, or
over the age of 18 and at risk, only where, in the circumstances,
consent cannot be given by the data subject, cannot be reasonably
obtained from the data subject, or where the processing must be
carried out without the consent of the data subject because obtaining
the data subject’s consent would prejudice the provision of the
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protection, and the processing is necessary for reasons of substantial
public interest.

4. COMPLIANCE WITH THE DATA PROTECTION PRINCIPLES (ARTICLE 5, UK

GDPR)

4.1. Lincoln Bishop University ensures that Special Category and Criminal
Offence data is processed in accordance with the principles in Article 5 (UK
GDPR) as follows:

41.1.

4.1.2.

4.1.3.

41.4.

4.1.5.

4.1.6.

4.1.7.

Lawfulness, fairness and transparency: We identify an Article 6 lawful
basis and a Schedule 1 condition before any processing takes place.
Privacy Notices explain why we process this data and individuals’
rights.

Purpose limitation: Data is only used for the specific purposes set out in
this Appropriate Policy Document and associated Privacy Notices.
Data minimisation: We collect only the minimum data required for each
purpose and review forms and systems regularly to ensure
minimisation.

Accuracy: Data is checked and updated as needed. We correct
inaccuracies without delay.

Storage limitation: Retention periods for each category of Special
Category/Criminal Offence data are defined in the University’s
Corporate Retention Schedule.

Integrity and confidentiality: Access is restricted to authorised staff;
systems are password-protected and subject to regular security review.
Accountability: Compliance is demonstrated through ROPA entries,
DPIAs, audits and training.

5. HOW WE COMPLY WITH THE DATA PROTECTION PRINCIPLES IN ARTICLE 5 OF THE

UK GDPR

Article 5(2) of the UK GDPR requires Data Controllers to demonstrate how they
comply with the data protection principles provided in Article 5(1). This section
illustrates the measures we have taken to demonstrate accountability for the
personal data we process and contains details about how we ensure compliance
with the principles of the UK GDPR.

5.1. Accountability
We demonstrate our compliance with the data protection principles
provided in Article 5 of the UK GDPR through the following measures and
documents.

We have appointed a Data Protection Officer whose role and
responsibilities align with the provisions of Articles 37-39 of the UK GDPR.
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Our Record of Processing Activities sets out the personal data categories
we process, the purposes, the lawful bases under Article 6 and Article 9 UK
GDPR including the Schedule 1 DPA 2018 condition, our retention periods
for the data, recipients of any personal data, any international transfers of
data and our means of keeping data secure.

Our Privacy Notices explain to individuals how and why their data is
processed by Lincoln Bishop University, what their rights are, and how they
can contact our DPO and the ICO.

When we are routinely and/or regularly sharing data with third parties, we
enter into written agreements with Data Controllers and Data Processors
which meet the provisions of Articles 26 and 28 of the UK GDPR
respectively.

We carry out Data Protection Impact Assessments (DPIAs) for uses of
personal data that are likely to result in a risk to individuals’ data protection
rights and freedoms.

We implement appropriate security measures which are proportionate to
the risks associated with the processing.

Lawful, fair and transparent processing

We provide clear and transparent information to individuals about why we
process their personal data, including our lawful basis, in our Privacy
Notices. This includes information about why we process Special Category
and Criminal Offence Data.

As a public authority, we need to process Special Category Data for the
substantial public interest conditions outlined in Section 3 of this policy to
meet the requirements of legislation such as the Higher Education and
Research Act 2017, the Equality Act 2010, the Health and Safety Act 1974,
the Counter Terrorism and Security Act 2015, and legislation relating to
safeguarding.

We process employment data to meet our legal obligations as an employer.

Purpose limitation

We process Special Category and Criminal Offence data only where it is
necessary to do so for specified purposes. We only process Special
Category and Criminal Offence data where we have a lawful basis to do so
under Articles 6, 9 and 10 UK GDPR and, where required, when we have
identified a condition under Schedule 1 DPA 2018.

We will not process any Special Category and Criminal Offence data for
purposes which would be incompatible with the purpose for which the data
was originally collected.

Chief Planning & Data Officer Page 6 V2.0_May 2026



Lincoln Bishop

University

5.4.

5.5.

5.6.

5.7.

APPROPRIATE POLICY DOCUMENT

Data minimisation

We design our data collection forms and other data collection tools to
ensure that we only collect the Special Category or Criminal Offence data
necessary to achieve the relevant purpose. Our purposes are set out in our
Privacy Notices.

We are satisfied that we collect and retain Special Category and Criminal
Offence data only for long enough to fulfil our purposes. We collect enough
but no more than we need in accordance with the data minimisation
principle, and we only hold Special Category and Criminal Offence data for
the period set out in our retention policies.

Our retention schedule sets out the correct disposal action once records
containing Special Category data are no longer required.

Accuracy

When we identify data which is inaccurate or out of date, having due regard
for the purpose for which the data was processed, we will take necessary
steps to rectify or erase it without delay. If we decide not to either erase or
rectify it, for example because the lawful basis we rely on to process the
data means these rights don’t apply, we will document our decision.

Storage limitation

Special Category and Criminal Offence data processed by us for the
purpose of employment or substantial public interest will be retained for the
periods set out in our retention schedule. The retention policy for record
categories is determined by our legal and regulatory obligations, and our
business requirements.

Security

Electronic data is hosted on a secure network, and on the secure servers of
third-party cloud storage providers with whom we have contractual
agreements. Electronic and hard-copy data is managed according to our
internal records management policies and procedures.

6. RETENTION AND ERASURE POLICIES

6.1.

6.2.

Retention periods for each category of Special Category and Criminal
Offence data are defined in the University’s corporate retention schedule.
These retention periods are determined by legal, regulatory and operational
requirements.

When retention expires, data is securely erased or destroyed in accordance
with University Information Governance Procedures.
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6.3. This meets the requirement in Schedule 1, Part 4, Paragraph 41, to
document retention and erasure policies for Special Category and Criminal
Offence data.

7. REVIEW AND RETENTION OF THIS APPROPRIATE POLICY DOCUMENT

7.1. This Appropriate Policy Document is reviewed annually or sooner if
legislative or operational changes require it.

7.2. In accordance with Schedule 1, Part 4, Paragraph 4, this Appropriate Policy
Document will be retained for at least six months after the University
ceases processing the Special Category or Criminal Offence data
described in this document.

8. ADDITIONAL SPECIAL CATEGORY AND CRIMINAL OFFENCE DATA

8.1. We also process Special Category and Criminal Offence data where an
Appropriate Policy Document is not require (e.g. for archival, research and
statistical purposes). In these circumstances we will respect the rights and
interests of our data subjects by informing them about the processing in our
Privacy Notices.
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